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Group Policy Settings


Common Settings

Location: Group Policy Home > Common Settings

From the Cluster Management Dashboard or the Tenant Management Dashboard choose the Group Policy Home icon.
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Then select Common Settings to access the following settings categories: Security, Sharing, File Locking Client Setting Manager, Retention Policy and Anti-Virus/Ransomware.
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Security

Location: Group Policy Home > Common Settings > Security
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Allow Cluster Admin to manage my tenant


	Scope = Tenant Management


	Default is enabled. Allow Cluster admin to manage my tenant is for the tenant administrator to decide whether to allow cluster administrator (a higher level administrator that can manage this tenant) to gain access to the management console and help manage this tenant.





Note

There are two management scopes, one at the cluster level and one at tenant level. This document is generally about the Cluster Management scope of control and operations; however, if a setting isn’t visible at this level it will be highlighted in this way, Scope = Tenant Management.
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@GROUP POLICY HOME & » ANTI VIRUS/RANSOMWARE

Only allow the following processes to update files (empty: allow all

separate using semicolon (), i.e. winword.exejexcel.exe)

The following executables will not be allowed to open files directly from

the cloud drive (i.e. gow32 exeexcel.exe)
Disable a device if the device changes more than n files in 10 minutes

Ignore the following processes when applying the above policy (i

qbw32.exe; excel exe)

Disable uploading of files whose named contain the following text
patterns.
i.e. badfileTbadfile2

Disable uploading of files whose names start with the following strings
i.e. bad1,bad2

Disable uploading of files whose names end with the following strings
i.e. bad1,bad2
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GROUP POLICY HOME & » RETENTION POLICY

Keep last n version(s) of files in versioned folder.

0- let system decide, also apply to attached local folder’

Only purge versioned files that are more than n day(s) old
0- Purge old versions once they exceed the version limit, regardless of

the version lifespan

Purge previous versions that are more than n day(s) old
Purge old versions that meets the criteria, regardess if it exceeds

version limit. 0 - do not purge based on file time

Keep deleted files in versioned folder and/or Trash Can for n day(s)

0- let system decides
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Keep file change log for n day(s).
0- don't purge file change log

Keep audi trace for n day(s)

0- dorit purge audt trace

Hide purge option from web file browser (not applicable to tenant

administrator)

Don't send email notifications when purging deleted content

Include deleted but not yet purged items in storage quota
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7] GROUP POLICY HOME & » FILE LOCKING

Automatically open file in read only mode when file is locked and "Lock
file exclusively”is not checked.

Delay sync until file is unlocked

‘When enabled, the sync of modified file will be delayed untilthe

s unlocked

the editing process exits).

Unlock file after it is uploaded
Lock file natively on network shares

Lock file natively for files inside an attached folder from server agent.

=]
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7] GROUP POLICY HOME & » FILE LOCKING

Enable scheduled sync for files with the following extensions (i.eLmdb]
Lgbw]) when the file is locked

When files are locked, the client will consolidate multple changes into one upload
event and use Volume Shaciow Copy to avoid interfering with applications that are
using the files. This option is best suited for database files that are both large and are

changed frequently

How often to sync the files with above extensions

Apply lock only to following process (lower case)

Apply lock only to the following Mac process (lower case):

Lockingis disabled for files with the following extensions (i.e.Lxmil

[exe])

5 Minutes

winword.exejexcel.exe;powerpnt.exe;

microsoft word;microsoft exc
microsoft powerpoint;textedit
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Only allow sending shares to the specified domain(s) (i.e.
company.com;company1.com)

When this setting i NOT enabled, your team users can share files with any email
‘adcresses. When ths setting is enabled, team users can only send shares to the email

‘addresses n the specified domain(s)

Default folder to store attachments from Outlook plugin
(/folder/subfolder)






_static/image_2-2-1.png
& GROUP POLICY HOME & » USER ACCOUNT
Guest User
Allow creation of guest user

Account Info

Allow user to edit account info
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Enable distributed locking when accessing files
When enabled, the file il be locked when accessed. This willprevent multiple users
from editing the same file at the same time. This may not take effectf the application

used to access the file does not support locking

Lock file exclusively
\When enabled, the locked file will be locked exclusively. When disabled, the other user
who s trying to open the locked file will be notified about the lock status, but will still

be able to openthe ile
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2-Step Verification

Enforce 2-Step Verification on users
Do not enforce 2-Step Verification on Windows client
Do not enforce 2-Step Verification on Mac client

Do not enforce 2-Step Verification on Mobile client
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lac Client Settings

Do ot show Mac Client sync status pop up dialog 8]

Start Mac client automatically
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yne Throttle

Enable Throttle Sync
When enabled, the following settings wil apply.

Sync Throttled Upload Bandwidth (KB/s, 0-Unlimited):

Sync Throttled Download Bandwidth (KB/s, 0-Unlimited)

Full Speed Sync Stop Hour (default 7:00)

Full Speed Sync Start Hour (default 20:00)

20
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The following settings apply to Windows client (Windows Client and Windows Server Agent) and Mac Client,
which take precedence over the client-side settings.

Sync Throttle. Jn

Scheduled Sync
Mapped Drive Control
Large File Upload
Endpoint Protection
Bandwidth Control:
Outlook Plugin

Client Startup Script
Client Shutdown Seript

Mac Client Settings
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Windows Client Shutdown Script No file chosen
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Enable Scheduled Sync
When enabled, the following settings wil apply.

Pause Sync Start Hour (default 7:00)

Pause Sync End Hour (default 20:00)
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lapped Drive Gontrol

Hide Large File Download Tracker (popup progress window on the

bottom-right when downloading large files)

Always Allow Picture Preview o

Always Allow PDF Preview

Allow shortuts 5]

Disable mount drive (Server Agent Only)

When starting the client, open the mounted drive automatically 8]

Do not show file change notifications
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Windows Client Startup Script No file chosen






_static/image_1-6-1.png
GROUP POLICY HOME & » RETENTION POLICY

Keep last n version(s) of files in versioned folder.

0- let system decide, also apply to attached local folder’

Only purge versioned files that are more than n day(s) old
0- Purge old versions once they exceed the version limit, regardless of

the version lifespan

Purge previous versions that are more than n day(s) old
Purge old versions that meets the criteria, regardess if it exceeds

version limit. 0 - do not purge based on file time

Keep deleted files in versioned folder and/or Trash Can for n day(s)

0- let system decides

90
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Download Bandwidth Limit (KB/s, 0-Unlimited):

Upload Bandwidth Limit (KB/s, 0-Unlimited)

Number of File Transfer Threads:
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utlook Plugin

Prompt for conversion only when the file is larger than n KB (0 -

unlimited)

Default folder to store attachments from Outlook plugin
(/folder/subfolder)

Link expiration time

Never






_images/image_1-5-4b.png
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Do not show file in-place editing/preview disabled notifications

Enable In-Place Open Zip/Exe File

Enable Single Sign On with login windows user identity

Mex Size of Zip File Allowed to Open In-Place (MB)

Meax Size of File Allowed to Generate Thumbnail (M8)

Cloud Drive Label

Drive Letter:
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Endpoint Protection

Backup "My Documents’ folder

Backup to location (Leave empty for default location. )

myroot/{emai) or {samAccountName} o {upn)/My Documents

Backup "My Pictures” folder

Backup to location (Leave empty for default location. )

myroot/{emai) o {samAccountName} or {upn/My Pictures






_images/image_1-5-7.png
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Download Bandwidth Limit (KB/s, 0-Unlimited):

Upload Bandwidth Limit (KB/s, 0-Unlimited)

Number of File Transfer Threads:






_images/image_1-5-4c.png
lapped Drive Control
Cache Size Limit (MB)

Minimal free disk space (GB):

Purge logging db n days old (0- donit purge)

Mount Drive in global space (Windows Client Only)

A drive mounted in the global space will not be subject to UAC (User
Account Control) limitations, such as when legacy applications are
required to run with administrative privilege and cannot see the drive
quarded by the UAC. On the other hand, drives that are mounted in the
global space are visible to any other users who log in on the same

Windows machine at the same time.

In offline mode, only show files that are cached and available locally

Disable “Check Out”

Encrypt Local Cache

Disable AutoCad Optimization
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arge File Upload

Enable chunk uploading when file size larger than (M)

Chunk file in the unit of (MB)

Use Volume Shadow Copy to Upload Files being Opened
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GROUP POLICY HOME & » RETENTION POLICY

Keep last n version(s) of files in versioned folder.

0- let system decide, also apply to attached local folder’

Only purge versioned files that are more than n day(s) old
0- Purge old versions once they exceed the version limit, regardless of

the version lifespan

Purge previous versions that are more than n day(s) old
Purge old versions that meets the criteria, regardess if it exceeds

version limit. 0 - do not purge based on file time

Keep deleted files in versioned folder and/or Trash Can for n day(s)

0- let system decides

90
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GROUP POLICY HOME & » RETENTION POLICY

Keep file change log for n day(s).
0- don't purge file change log

Keep audi trace for n day(s)

0- dorit purge audt trace

Hide purge option from web file browser (not applicable to tenant

administrator)

Don't send email notifications when purging deleted content

Include deleted but not yet purged items in storage quota
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utlook Plugin

Prompt for conversion only when the file is larger than n KB (0 -

unlimited)

Default folder to store attachments from Outlook plugin
(/folder/subfolder)

Link expiration time

Never
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Windows Client Startup Script No file chosen
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@GROUP POLICY HOME & » ANTI VIRUS/RANSOMWARE

Only allow the following processes to update files (empty: allow all

separate using semicolon (), i.e. winword.exejexcel.exe)

The following executables will not be allowed to open files directly from

the cloud drive (i.e. gow32 exeexcel.exe)
Disable a device if the device changes more than n files in 10 minutes

Ignore the following processes when applying the above policy (i

qbw32.exe; excel exe)

Disable uploading of files whose named contain the following text
patterns.
i.e. badfileTbadfile2

Disable uploading of files whose names start with the following strings
i.e. bad1,bad2

Disable uploading of files whose names end with the following strings
i.e. bad1,bad2
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Guest User
Allow creation of guest user

Account Info

Allow user to edit account info






_images/image_2-2-4.png
& GROUP POLICY HOME & » USER ACCOUNT

Login Control

Account Lockout Threshold (0 - never lockout):
“The Account lockout threshold sets the number of invalid logon attempts that are

allowed before an account is locked out.

Enforce progressively longer waiting times after invalid logon attempts
Send email notification when logging in from a new location/device
Native Client Token Timeout (days, 0 - never timeout).

Web Browser Session Timeout (minutes, 0 - never timeout):

Max Device Count (Concurrent Device Count) for Each User (0-
Unlimited)

15
120

120
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GROUP POLICY HOME & » PASSWORD POLICY

Enforce password policy for nor-AD users

Minimum password length

Users must change password every n days (0 - never)

Must contain upper case characters

Must contain lower case characters

Must contain base10 digits (0-9)

Must contain non-alphanumeric characters: ~I@#8%"&*_+="\\()

Q.2
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2-Step Verification

Enforce 2-Step Verification on users
Do not enforce 2-Step Verification on Windows client
Do not enforce 2-Step Verification on Mac client

Do not enforce 2-Step Verification on Mobile client
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Disable 2-Step Verification
Do NOT enforce 2-Step Verification on guest users
Disable option to request 2-step authentication code by mail

Do not send authentication code in email subject
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IdP End Point URL.

URL of the Identity Provider that the Service Provider must contact.

IdP Email Parameter

Email Parameter Name in Identity Provider

16P Given Name Parameter

Given Name Perameter Name in Identity Provider

6P Surname Parameter

SurName Parameter Name in Identity Provider

1dP Meta Data

Identity Provider Metadata in XML Format
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GROUP POLICY HOME & » SINGLE SIGN ON

Enable SAML Authentication

Access single sign on functionality using the following link:
http://WIN-TOKDKDAFONB/portal/LoginPage aspx
Access service provider meta data using the following ik

ttp://WIN-TOKDKDAFONB/portal/sami2 aspx

Add SSO link tologin page
ifthis setting is unchecked, the login page will be redirected tothe 16P login page
directly

Display text for SSO link

Single Sign On
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Centificate Status Buy 550Cisle Premium Acsount

‘or any other hosted or SSOCheck enabled option: 10 Pricina or S50Check APL

Tm not a robot
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Service Provider Metadata
() https://labtech.centrestack.com/portal/sami2/IsFaulsl

Remove Metadata
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'SSOCircle Public IDP Metadat
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My Profile

My SAML Federations
My OpenID Trust
My Certificate Status

Enter the FQDN of the ServiceProvider ex.: sp.cohos.de

Pics#10
vy Certificate Attributes sent in assertion (optional)
Revocation

Manage Metadata @ Firthame

vy Audit ) Lastiame

My Debug ) Emailaddress

My Subscriptions
Insert your metadata information
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <md:EntityDescriptor xmlns:md="urn:oasis:names: tc:SAM ‘urn:oasis:names: tc:SAML:2.0:assertion” entityID="https://labtech. centrestack. con/portal /sam]2/ISFAUIS1">
v <md:SPSSODescriptor protocolSupportEnumeration names: tc:SANL:2.0:protocol”>
<nd:AssertionConsumerService index="0" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https: //labtech. centrestack. con/portal/saml2. aspx"/>
</nd: SPssopescriptors
v <md:Organization>
<md:OrganizationName xml:lang="c

v <nd:OrganizationURL xnl:lang="en">
hittps: //labtech. centrestack. con/portal/LoginPage . aspx?sso=IsFaulol
</md:0rganizationURL>
</md:Organization>
</md:EntityDescriptor>
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GROUP POLICY HOME & » AZURE AD

Enable Authentication via Azure AD

Domain Name

Native Application Client ID
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gladinet inc
USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE RE
LICENSES
Gladinet Inc "

Show | Applications my company uses v |Search |Application name or Client ID
NAME PUBLISHER TYPE APP URL
cluster sso Gladinet Inc Web application https://office.ce
Console App for Azure AD Gladinet Inc Web application http://localhos
local native app Gladinet Inc Native client application
Microsoft Intune Microsoft Corporation Web application http://www.mic

Microsoft Intune Enrollment Microsoft Corporation Web application http://go.micrc
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Service Provider Metadata
() https://labtech.centrestack.com/portal/sami2/IsF4ulal

2dd new Service Provider /
SSOCircle Public IDP Metadata
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https;//idp.ssocircle.com

This XML file does not appear fo have any style information associated with it. The document tree is shown below.

v <EntityDescriptor xaln .0:metadata” entityID="http://idp.ssocircle.con">
v <IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnuneration="urn:0asis:nanes:te:SANL:2.0:protocol”>
v <KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://wn.u3.0rg/2000/09 xnldsigi">
v <ds:X5e9Data>
v<ds:XseaCertificates
MIICSDCCAXSEANTBAGTFATRVXCIWDOY IKOZThyCNAQEEBQANL SELMAKGAIUEBIICREUXE JAQBENY BAOTCYNTTNpCnils ZTELIAKGALUEAXHC
WFBLHIQSHCQYDVOQGEW JERTESHBAGALUEChHIUINPQ2 Ly Y2 LHQwCEYDVOQLEWNpZHAXG JAYBENV BANTEWIKC52c293aX)bGUUY29HIGH
aC2g/1aRVVaLdPIIEwpFB407 1FRSbmNA20cnliz]/WICoCargzKx+E)ANn3vinX /TZRCFurvy9CT8 P1cmt6Sa091Ka Lualtayiin7oCBh/ YBXF
2KVpSui6 7QIDAQABOXgF JAUBE ] ghkgBhvhCAQEBAF BEBANCEHAVDQY JKoZ Thy CNAQEEBQADEEEE AJCheua7nF03Qs2dGULNbLGATDXEFST:
£LXTbdYQn7xTAnL4yQOKNGUNGUA, aTVgyyUIKIIZt2g MESHUVGOUBSPSLtp2pV2ch/0LTcbaYUS ZecUz6N245SST 3 LEBCEnWCVBOHOLBuSH
CYIONgi 3gh]9FYPpHCCEQbXEDUShdzXXUqG+hB6F abGadTdK T Zuoidglipyr3kacKRVIIssDgak <L 2HoDNgIyQOXCEZe3F79CKy /HjeUS:
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyTnfo>
</KeyDescriptor>
v <KeyDescriptor use="encryption”>
v<ds:KeyInfo xmlns:ds="http://wni.u3.0rg/2000/09 xnldsigi">
v <ds :X59Data>
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@ GROUP POLICY HOME & » FOLDER AND STORAGE

Allow users to attach external cloud storage

“This setting will not take effect until your user login next time.

Disable versioned folder

‘When this setting is set, the feature of versioned folder will be hidden.

Disable Trash Can

Don't show folder that user doesn't have read permission

Donit show team folder that the user doesnit have read permission to

the underlying folder

Don't show Trash Can for non-admin user

Do not append (Team Folder)'to published folder.
When this setting i NOT set, system will autormatically append (Team Folder)' for

team user.
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Disable backup/attach local folder from client device
‘When enabled, the functionality of backing up or attaching locl folder from a client

device will be disabled.

Enable snapshot backup for server agent
Allow syncing of empty files

Allow syncing of hidden files

Enable scheduled sync for files with the following extensions (i.e.Lmdb]
Labw]):

When the scheculed sync s on the client wil consolidate mutiple changes info one
upload event and use Volume Shadow Copy to avoid interfering with applications that

are using the files. This option is best suited for database files that are both large and

are changed frequently

How often to sync the files with above extensions

Allow attaching folders in proxy mode

5 Minutes
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Folder & Storage
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@GROUP POLICY HOME & » HOME DIRECTORY

Default storage quota for new user (GB, O-unlimited).

Create defauit folder (Documents, Pictures)

Use user email to generate home directory name

Use user's samAccountName to generate home directory names for

Active Directory users
Publish user's home drive
‘When unchecked, the user home drive space wil be allocated from enterprise storage

‘When checked, existing user home drives will be automatically published from Active.

Directory.

Mount user's home drive as a top level folder.

Folder Name:

Home Drive
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Disable folder download from web client
‘When enabled, the functionality of downloading a folder s a zp file from the web

client will be disabled.

Disable Search
Web Browser - Disable Java Uploader

Web Browser - Disable Flash Uploader

Web Browser - Disable Local Uploader
Enable Tabbed-Browsing in User Manager
Only show search interface in User Manager

Show tutorial page for non-admin users

o

o

®

®

®
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o
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A7 GROUP POLICY HOME & 3 WEB PORTAL

Disable folder download from web client
‘When enabled, the functionality of downloading a folder s a zp file from the web

client will be disabled.

Disable Search

Web Browser - Disable Java Uploader

\Web Browser - Disable Flash Uploader

Web Browser - Disable Local Uploader

Enable Tabbed-Browsing in User Manager
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Files with following extension will be excluded from attached local Lpst]
ps
folder (ie L pstlLabcl) &

Files with following extension will be excluded from directory listing (i
Labw)):

Inplace editing/Preview s disabled for files with following extension (i

M Lexell.zip]

Allow file without file name extension

o
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|Account & Login ]
[Folder & Storage ]
Client Control
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% GROUP POLICY HOME & » NATIVE CLIENT

Create shortout in documents library
'When enabled, the windows client will create a shortcut to the mapped drive in the

‘documents library.

Create shortout on Desktop
w

en enabled, the windows client will create a shortcut to the mapped drive on the

desktop.

Hide Settings in the Windows Client Management Console

Don't Allow Setting Changes in the Windows Client Management

Console

Disable Windows client in-place drag & drop uploading
When enabled, dragging & dropping files (orfolders) to the cloud drive willwrite files to

the local cache first and then upload i the background.
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% GROUP POLICY HOME & » NATIVE CLIENT

Disable ‘Auto-Login next time'

Disable drag & drop handler

Requiring approval for device access
When a user attempts o log i from a new device via native client applications, the

connection will be rejected urtil the tenant admin approves the new device.

Enable auto-installation of the Outlook Plugin

Disable native client for guest users
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Enable Authentication via Azure AD

Domain Name

Native Application Client ID
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This XML file does not appear fo have any style information associated with it. The document tree is shown below.

v <EntityDescriptor xaln .0:metadata” entityID="http://idp.ssocircle.con">
v <IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnuneration="urn:0asis:nanes:te:SANL:2.0:protocol”>
v <KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://wn.u3.0rg/2000/09 xnldsigi">
v <ds:X5e9Data>
v<ds:XseaCertificates
MIICSDCCAXSEANTBAGTFATRVXCIWDOY IKOZThyCNAQEEBQANL SELMAKGAIUEBIICREUXE JAQBENY BAOTCYNTTNpCnils ZTELIAKGALUEAXHC
WFBLHIQSHCQYDVOQGEW JERTESHBAGALUEChHIUINPQ2 Ly Y2 LHQwCEYDVOQLEWNpZHAXG JAYBENV BANTEWIKC52c293aX)bGUUY29HIGH
aC2g/1aRVVaLdPIIEwpFB407 1FRSbmNA20cnliz]/WICoCargzKx+E)ANn3vinX /TZRCFurvy9CT8 P1cmt6Sa091Ka Lualtayiin7oCBh/ YBXF
2KVpSui6 7QIDAQABOXgF JAUBE ] ghkgBhvhCAQEBAF BEBANCEHAVDQY JKoZ Thy CNAQEEBQADEEEE AJCheua7nF03Qs2dGULNbLGATDXEFST:
£LXTbdYQn7xTAnL4yQOKNGUNGUA, aTVgyyUIKIIZt2g MESHUVGOUBSPSLtp2pV2ch/0LTcbaYUS ZecUz6N245SST 3 LEBCEnWCVBOHOLBuSH
CYIONgi 3gh]9FYPpHCCEQbXEDUShdzXXUqG+hB6F abGadTdK T Zuoidglipyr3kacKRVIIssDgak <L 2HoDNgIyQOXCEZe3F79CKy /HjeUS:
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyTnfo>
</KeyDescriptor>
v <KeyDescriptor use="encryption”>
v<ds:KeyInfo xmlns:ds="http://wni.u3.0rg/2000/09 xnldsigi">
v <ds :X59Data>
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v <md:EntityDescriptor xmlns:md="urn:oasis:names: tc:SAM ‘urn:oasis:names: tc:SAML:2.0:assertion” entityID="https://labtech. centrestack. con/portal /sam]2/ISFAUIS1">
v <md:SPSSODescriptor protocolSupportEnumeration names: tc:SANL:2.0:protocol”>
<nd:AssertionConsumerService index="0" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https: //labtech. centrestack. con/portal/saml2. aspx"/>
</nd: SPssopescriptors
v <md:Organization>
<md:OrganizationName xml:lang="c

v <nd:OrganizationURL xnl:lang="en">
hittps: //labtech. centrestack. con/portal/LoginPage . aspx?sso=IsFaulol
</md:0rganizationURL>
</md:Organization>
</md:EntityDescriptor>
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