CentreStack File Server Agent

Documentation
Release 9.7.5645.41666

Gladinet, Inc.

May 04, 2023






Contents

1 1 Introduction 3
1.1 1.1 Background. . . . . . . . . e e e e e 3
1.1.1  Security or Mobility? . . . . . . . . . . e 3

1.1.2  Security + Mobility . . . . . . . . . e e e 4

L1300 OVeIVIEW . . . v v o it e e e e e 4

114 AsaSummary . . . . . . . i i i e e e e e e e e e e e e e e e 4

1.1.5 Howitsolves the problem? . . . . . . . . . . . .. e 5

1.1.6  What is a typical way to use File Server Agent? . . . . . . ... ... ... ... . .... 5

2 2 Installation 7
2.1 2.1 System Requirement . . . . . . . . . ..o e e e e e e e e e e 7
2.2 22Preparation . . . . .. i i e e e e e e e e e e e e e e e e e e 7
23 231Imstall . . . . oL e 9
23.1  Step 1-Download the Installer Package . . . . ... ... ... .. ............. 9

2.3.2  Step 2 - Runthe Installer Package . . .. ... ... ... ... .. . 11

233  Step3-Welcome SCreen . . . . . o v L e e e e e e e e e e 11

234 Step4-License Agreement . . . . . . . ... ... et e 11

235 Step5-Confirm Installation . . . . . ... ... oL 15

2.3.6  Step 6 - Installation is Finishing . . . . . . .. . .. ... L o 15

2.3.7  Step 7 - Installation Complete . . . . . . . .. ... 15

2.3.8  Step8-Restart Your System . . . . . . . ... e e e e e e e e 15

239 Step9-Login To CentreStack . . . . . . . . . . . . i i e 15

3 3 Administration and Configuration 19
3.1 3.1 File Server Agent Components . . . . . . . .o v v v v vt i i i e e e e e 19
3.2 3.2Cloud Server Console-Web View . . . . . . . . ... . . e 20
321 320 DeviceInfo . . . . .. e 24

322 322CIFSShares . . . . . . . oo e e e e 24
3221 MIGrate . . . . .. e e e e e e e 27

323 323 Attached Folders . . . . . . . . . . . e 27
3.2.3.1 HowtoAttachaFolder . . . ... ... ... ... . ... .. ...... 27

3232  FilterButton . . . . . . . L e e e 30

3.2.3.3 DiagnosticButton . . . .. ... oo 30

3234 Stop-SyncButton . . . ... 31

3235 OfflineFolders . . . . . . . . . e 31

323.6 LocalFileLock . .. ... ... . . e 33

3237 LockedFiles . . . . . . . . e e 33




3.23.8 Pending Check-ins . . . . . . . . . . e e e e 34

324 324 Settings . . . . i e e e e e e e e e e e e e e e e e e 34

325 325TaskManager . . . . . . o v it e e e e e e e e 34

32.6 32.6Migrate CIFSSHARES . . . . . . . . . . . . 34

327 32T Migrate USErs . . . . . o v v vt o i e e e e e e e e e e e e e e e 34

3.3 3.3 Cloud Server Console - Native . . . . . . v v v v v i e e e e e e e e e e e e e e e e e e 34
33,0 330 TaskManager . . . . . . v v ot e e e e e e e e e e e e e e 37
3.3.1.1 SystemRelated Tasks . . . . . . . . . .. e 43

33.1.2 SystemSyncTask . . . ... ... L 43

33.1.3 System SyncDownTask . . ... ... ... ... . . ... .. 0. 43

33.14 SystemUpdate Task . . . . . . . . . o L 43

3.3.1.5 Edit Account Information . . . . . . .. ... oL 45

332 332FileServer . . . . .. e 45

333 333 Attach/Backup . . . . . .. e e 52
3.33.1 LinktoLocalFolder . . . . . .. ... ... .. . ... .. 57

3332  StopSyNc . . o. .. e e 57

3333 Detach . . . . .. 57

334 334 AuditTrace . . . . . . o oo e e e e 57

3.3.5  3.3.5Settings Manager . . . . . .o i e e e e e e e e e e e e e e e e 57
3.35.1 OfflineFolders . . . . . . . . . e e 57

3352 SettingsTab . . . . .. 60

3.3.5.3 Bandwidth Control . . . . . . . . . . . . . e e e 60

3354 Cache . . ... . . e 60

3355 SyncControl . . . . . .. e e e e 62

33.5.6 Advanced . .. .. e 62

3357 Trace . . . ..o e e e e e e e 64

4 4 Advanced Topics 65
4.1 41 Migration USErs . . . . . . o vttt e e e e e e e e e e e 65
4.2 4.2 Migrate File Server Network or CIFS Share to CentreStack . . . . . ... ... ... ...... 65
43 43 ConClusion . . . . . .. e e e e e e e e e e e e 65
5 Indices and tables 67




CentreStack File Server Agent Documentation, Release 9.7.5645.41666

Contents:

Contents 1



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

2 Contents



CHAPTER 1

1 Introduction

CentreStack File Server Agent is a client agent software that runs on Windows machines and connect network shares
on the Windows machine to CentreStack.

It is a file server enablement to allow remote and mobile access, while at the same time, provide business continuity
through file synchronization and version control.

It is also a hybrid cloud setup that allows files and folders to be accessed from both local area network (file server map
drive) and from remote locations/Cloud/Internet (via virtual mapped drive).

This is CentreStack File Server Agent Administration Guide.

Note: File Server Agent version 9.7.2576 or later

1.1 1.1 Background

1.1.1 Security or Mobility?

Businesses need ways to access local file server over the Internet from mobile devices and remote locations for pro-
ductivity gain. This trend is pushing local file server content outward towards public file-sharing services such as
Dropbox and OneDrive. Employees are using 3rd-party file-sharing services on their own to improve productivity.

Security and control is a big concern for businesses that are sensitive to regulation and data leakage problems. The
lack of granular permissions and control over file sharing in public file-sharing services is forcing companies to give
up on these 3rd-party services.

They then revert to the use of virtual private networks (VPNs) to provide remote access to corporate data. However,
VPN has its own problems; it is not a good fit for the modern mobility, nor is it productivity friendly. Most of the
time, VPN is a headache for managed service providers and company IT department, for the number of VPN related
support tickets.
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1.1.2 Security + Mobility

This is why you need CentreStack; resolving issues between file-sharing requirements, mobility and remote access,
while preventing the leakage of your critical data through security and control. CentreStack takes care of the following
objectives:

* Make the Windows file server mobility and remote-access friendly
* Maintain file-server accessing paradigm for local and remote access
— Provide NTFS security permissions
— Allow Active Directory integration
— Drive Mapping and on-demand access

* File sync and share features integrated into a traditional Windows file server network share

1.1.3 Overview
CentreStack is the overall solution, and the File Server Agent client application is software that connects file servers
to the CentreStack file-sharing solution.

The CentreStack File Server Agent is client-agent software that runs on Windows machines as a background service,
while connecting to CentreStack servers (typically setup in a data center away from the file server).

File Server Agent allows you to turn your file servers into cloud-friendly servers to migrate the file server shares to the
CentreStack environment, while maintaining the two-way synchronization for as long as you need it to be. During this
process, the existing share permissions are also migrated to CentreStack. This allows the Windows file server network
share to be used locally without change, and at the same time, the network shares are synchronizing with CentreStack
Server to form a Hybrid Cloud solution.

File Server Agent technology turns any Windows file server into a private cloud storage that can be accessed from
anywhere using any device, while maintaining existing identities and permissions.

1.1.4 As a Summary

1. File Server Agent can sync folders and files between the local file server and the remote CentreStack Server.
File Server Agent can sync NTFS folder permissions from a local file server to the remote CentreStack Server.
File Server Agent can export users to the remote CentreStack Server from a user’s local Active Directory.

File Server Agent activity runs as a Windows background service on the local file server.

A

Users use their local Active Directory identity to access files locally and from the CentreStack Server.

Note: When should you use File Server Agent to connect your file server to CentreStack?
When should you use a direct server message block (SMB) network share connection?

Typically, when a file server is away not in the same data center or network, we recommend using Server Agent. (e.g.
there is no physical connection between CentreStack and the “Server Agent” target system)

For file servers in the same data center, but in a different VLAN, we recommend opening up the VLAN so the
CentreStack can direct access the file server without using a Server Agent since both are already in the same data
center.

4 Chapter 1. 1 Introduction
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Fig. 1: CentreStack ACCESS FROM LOCAL FILE SERVER

1.1.5 How it solves the problem?

1. You or your managed service provider (MSP) owns the CentreStack software. File data is either located on the
local file server or the CentreStack Server. Either way, you control the data to prevent unauthorized access.

2. CentreStack Server is operating from a data center or local office, behind a firewall connected to the Internet.
Typical SMB protocol shares are not available to the Internet; however, the HTTPS communication (Internet
facing) capability of the CentreStack Server makes it friendly to mobile and remote devices.

3. CentreStack Server either directly leverages the local Active Directory and NTFS permission or replicates these
features to maintain a local-file-server access paradigm.

1.1.6 What is a typical way to use File Server Agent?

When your client needs to store files in local-network shared folders, Server Agent can be helpful for connecting these
shares to CentreStack. This typically happens when there is a lot of users in the local office, or the Internet speed is ok
but not great coming into the office.

One typical use case is you have remote workers or a branch office that have need to access the file server network
share without using the VPN. You don’t want to copy the file server content out just for the remote workers because
that will create too many copies and lost track of which side has the newer version. Setting it up in a hybrid mode, and
with two-way synchronization between local file server and remote CentreStack Server is a better way to go.

1.1. 1.1 Background 5
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CHAPTER 2

2 Installation

You can download and install the File Server Agent software directly from the Web Portal. Complete the following
steps to install the CentreStack File Server Agent software on your file server.

2.1 2.1 System Requirement

File Server Agent can be installed on the following OS
 Server OS
— Windows 2022
— Windows 2019
— Windows 2016
* Client OS
Windows 10
Windows 8.1

Windows 8.0

Windows 7

Windows Vista

Windows XP

2.2 2.2 Preparation

File Server Agent depends on .NET framework 2.0 or later. If you are installing the file Server Agent on Windows
Server 2022/2019/2016, you need to prepare the .NET environment. This usually can be done from the Windows
Server Manager > Manage Roles and Features and then in the features section, select .NET Framework 3.5
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I Add Roles and Features Wizard - O X

DESTIMATION SERVER

Select features WIN-JCBOLUZG73Q

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

TR S 2E b [] .NET Framewark 3.5 Features - NET Framework 4.6 provides a

Server Roles PRINNET Framework 4.6 Features (2 of 7 installed) comprehensive and consistent

- - </ .NET Framework 4.6 (Installed) programming model for quickly and easily
Features ] ASP.NET 4.6 building and running applications that are

4 [W] WCF Services {1 of 5 installed) built for various platforms including
] HTTP Activation desktop PCs, Servers, smart phones and
[ Message Queuing (MSMQ) Activation the public and private cloud.
[[] Mamed Pipe Activation
[] TCP Activation
+/| TCP Port Sharing (Installed)

[ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwork Unlock

[] BranchCache

[] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[ Failover Clustering

< Previous Mext > Install Cancel

Fig. 1: WINDOWS SERVER 2016 .NET FRAMEWORK FEATURE
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If you are installing File Server Agent on Windows 8/Windows 10, you can get .NET framework 2.0 (3.5) installed
from “Program Files” -> Windows Components.

[l Programs and Features \ e ] X

« v P Ei] > Control Panel > Programs > Programs and Features v O Search Programs and Features 0

Control Panel Home
all or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

@ Turn Windows features on or

off Organize * B Windows Features - O X (7
Name 0
B Turn Windows features on or off 2]
) Cloud W
[%]Google ¢ To turn a feature on, select its check box. To turn a feature off, clear its 84

Greenshi check box. A filled box means that only part of the feature is turned on.

7@ Microso 1115

.NET Framework 3.5 (includes .NET 2.0 and 3.0) A
.NET Framework 4.7 Advanced Services
Active Directory Lightweight Directory Services
. Containers
Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V
Internet Explorer 11
. Internet Information Services
Internet Information Services Hostable Web Core

5 Moxzilla b

®

(3

4
=

100000000 @E (=

®

Ll I lenacvy Comnanents

OK l [ Cancel

Fig. 2: WINDOWS 10 .NET FRAMEWORK 3.5 FEATURE

2.3 2.3 Install

Important: Always install CentreStack File Server Agent as a Tenant Administrator when you are at the login dialog.

File Server Agent belongs to a specific Tenant instead of belonging to a specific user. So it is best to download the File
Server Agent as the Tenant Administrator and set it up to connect to the same Tenant Administrator’s account.

2.3.1 Step 1 - Download the Installer Package

From the File Server you wish to install the File Server Agent; open a browser and log in to the Web Portal as the
Tenant Administrator. From the Management Console, click the (+) in the “Remote Active Directory” section on the
right-hand side.

In the pop-up window, choose your Download Package from the pull-down menu and click Go to begin the installation.

A window will open. Click the MSI file at the bottom of the browser to open the installer.

2.3. 2.3 Install 9
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n 2
N A ACME o
100.7 MB/Unlimited G,

O REPORTS | | TENANT BRANDING | | GROUP POLICY

@ @ CONTROL PAMEL | |USERS| |GUEST USERS| GROUPS| |ROLES

Administrator Alice Doe

@ Local Active Directory r

User 1 (o)
cstack.lecal / cstack.local / administrator@estack.local

TEAM FOLDERS

Remote Active Directory +

Work Space) >

WIN-JCEOLUZ2E730

ACME Systems Server Agent

Runs as a windows service. Operates with your storage account as a cloud file server or used as proxy agent to migrate your existing file

server or active directory users.

4/ Windows Server2003

/. . —
:-‘- Windows Server 2008 3 :E| Download 64-bit Package 9.7.2573 ¥ | Go

== Windows Server 2012
B8 Windows Server 2016

Fig. 3: SERVER AGENT DOWNLOADS ACCESS
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s Download Server Agent 0

\ + ACME Systems Server Agent E\f

Runs as a windows service. Operates with your storage account as a cloud file server or used as proxy agent to migrate your existing file
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N F
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€ Untitled - Google Chrome — O x | cLosg [fecklocsl
20g

@ sboutblank |
m FOH F!BI’ +

ﬁ | (14168156_0_10.0...msi ¥~ | x
+ Open I} 4
ﬂ Always open files of this type

Show in folder

n Folder teamFaolder

Fig. 4: OPEN THE INSTALLER

Note: File Server agent software is capable of synchronizing three things between the local file server and remote
cloud storage account.

1. synchronize selected files and folders.
2. synchronize selected Active Directory users from local to cloud.
3. synchronize NTFS permissions on the local file server to cloud.

You can start installing file server agent from “Adding Remote Active Directory” or from “Adding Team Folder via
Remote Server Agent”.

2.3.2 Step 2 - Run the Installer Package

Click “Run” to start the installation.

2.3.3 Step 3 - Welcome Screen

On the Welcome Screen choose “Next” to continue.

On the Welcome Screen choose “Next” to continue.

2.3.4 Step 4 - License Agreement

Read and accept the license agreement by choosing “I Agree” and click the “Next” button.

2.3. 2.3 Install 11
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Open File - Security Warning X

Do you want to run this file?

r]EI_ Mame: ..10.0.0.221_3264A343858624)_CloudServerAgent_xf4.msi
I KT Publisher: Gladinet, Inc.
Type Windows Installer Package

Frorm: CA\Users\Tom\Downloads\ (14169156 _0_10.0.0.221_3264...

Run | | Cancel

Always ask before opening this file

..ex1 While files from the Internet can be useful, this file type can potentially
Il-' harm your computer. Only run software from publishers you trust.
= What's the rick?

Fig. 5: RUN THE SERVER AGENT INSTALLER
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45 Cloud Server Agent — 0 X

The installer will guide you through the steps required to install Cloud Server Agent on vour
cormputer,

WﬂFININIE: Thiz compuler program is pcrntegted by copyright lawe qnd htgmatiunal treaties. y
Unauthorized duplication or distiibution of this program, o any portion of it, may result in severe civil
or criminal penalies, and will be prosecuted to the maximum extent possible under the law.

Cancel | | <Back |  Nex>

Fig. 6: WELCOME SCREEN
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|—
X

',ﬁ Cloud Server Agent —

Please take a moment to read the license agreement now. If you accept the teims below, click.
baree, then 'Newdt". Otherwise click "Cancel'.

Last Modified: July 8, 2015

Gladinet Terms of Service

Please read these terms of service (these "Terms") carefully as they form

a contract between you (You and Your) and Gladinet (We or Our) that
governs your access and use of (i) the hosted storage solution provided by
Gladinet for online storage, sharing and processing of files. data. text. audio. ,,

1 " ¥ Al ST Ll

()1 Do Mot Agree @ | Agree

| Cancel | | <Back || Nemy

Fig. 7: ACCEPT LICENSE AGREEMENT
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2.3.5 Step 5 - Confirm Installation

Now we will complete the File Server Agent installation. Click “Next” to finish.

43 Cloud Server Agent - O X

allation

The installer is ready to install Cloud Server Agent on pour competer.
Click "MNext' to start the installation.

Cancel ‘ | < Back | I Mewst > !

Fig. 8: CONFIRM INSTALLATION

2.3.6 Step 6 - Installation is Finishing

It will only take a few minutes to complete the installation.

2.3.7 Step 7 - Installation Complete

Once the installation is completed, click the “‘Close” button to finish.

2.3.8 Step 8 - Restart Your System

Just restart your system and File Server Agent is ready to use.

2.3.9 Step 9 - Login To CentreStack

After the reboot, log back into Windows as the same Windows user. Be patient, as it will take a few minutes for the
Login Panel to display. Login to CentreStack as using your Tenant Administrator credentials.

2.3. 2.3 Install 15
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ﬂ Cloud Server Agent — O 4

Cloud Server Agent is being installed.

Please wait..

| Cancel || <Back || New>

Fig. 9: FINAL INSTALLATION PROCESS
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2] Cloud Server Agent

Installatio

Cloud Server Agent has been successfully installed.
Click "Close™ to exit.

Cancel | | <Back

Cloze

Fig. 10: CLOSE INSTALLATION WINDOW

#2 Cloud Server Agent

Yes

Mo

You must restart your system for the configuration changes made to Cloud Server Agent to
take effect. Click Yes to restart now or Mo if you plan to manually restart later,

Fig. 11: RESTART YOUR SYSTEM

2.3. 2.3 Install
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Note: The File Server Agent can be logged in to the Tenant already if you don’t see the login dialog. You can go
to the Web Portal side, login as the Tenant Administrator and go to the “Device Manager” side to see the File Server

Agent.

° Configure ACME Systems Account

User Mame (Email):

| acmeadmin@mailinator.dom

Password:

Access Point (http://myhost.com):

| http://10.0.0.221

Proxy Setup

Ok

Fig. 12: LOG IN AS TENANT ADMIN

Cancel

18
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CHAPTER 3

3 Administration and Configuration

CentreStack File Server Agent runs as a Windows Service in the background. Since it is a background service, it
always runs regardless of the users logging into the server.

The administration of the File Server Agent is done via a Windows application (the Cloud Server Console). Most of
the time, the Cloud Server Console will launch into the web browser based administration console.

There are two consoles, one on the Web Portal and the other one runs natively on a local machine. The one on the Web
Portal is for general administration such as managing settings. The native console is for advanced troubleshooting
such as collecting audit traces.

You need to log into the Windows server’s console to use the CentreStack Server Agent Management Console for
administration-related tasks. If you manage the Windows Server from remote locations, you can use Remote Desk-
top, or other remote control tools to access to the Windows server before you start the CentreStack Server Agent
Management Console.

3.1 3.1 File Server Agent Components

There are 3 windows services and 1 windows Application
* Cloud Access Service (gladgroupsvc.exe) - This is the main sync service
* File Monitor Service (GladFileMonSvc) - This is responsible for Server Agent auto upgrade
* File System Mounter (gladrmountsvc) - This is mount the Cloud File System for the Gateway mode

* Management Console (GtaskMMC.exe) - This is responsible talking to the background servicer and provide
management feedback

Note:

If GtaskMMC.exe is run with /runlocal /server command line parameter, it will launch into the local native
management console. Otherwise the /server flag alone will launch the web based console.

19



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

B Administrator: Command Prompt =

Services
File Action
&= |5

Log On As

Local System

“Wanual
E Manual Local System
“EL Function Discovery Provider Host The FDPHOST service host... Manual Local Service

“‘Eh Function Discovery Resource Public...  Publishes this computer a... Manual Local Service
e ; -_’_'\.E’:Genlm(atmn Service This service monitors the c..  Running  Manual (Trigger Start) Local Systerr}-"-
IIIII et 5} GladFileMonSve Gladinet File Monitering 5. Running  Automatic Local Systle}:ﬁ
) N . iChGladinet Cloud Access Service Enable Local Access to Clo...  Running  Automatic Local S:,:s"tlem :
£} GladFileMonSve . - _I_J-__.(.E_Iha_c-linet File Monitorin rS‘_“J HE nnin nm“Af natie tern ymn:}..
v g S... unning utomatic Local System Systerh
£ Gladinet Cloud Access Service Enable Local Access to Clo...  Running  Autematic Local System Sysl_h'ellm
&k gladrmountsvc Cloud File System Driver S...  Running  Automatic Local System ¥stem

| ~
\ Extended /(Standard /

Fig. 1: GLADINET CLOUD ACCESS (GCA) SERVICE

By default the File Server Agent background windows service runs as a local system account.

Warning: Sometimes the LOCAL SYSTEM account doesn’t have permission for the folders it wants to sync.
In this case, the Log-on-as account for the Cloud Access Service (GladGroupSvc.exe) needs to be changed to a
service account that has full control (read, write, delete, list) permission to the folder that it wants to sync.

In an Active Directory environment, this normally can be changed to a Domain Admin Service Account.

3.2 3.2 Cloud Server Console - Web View

CentreStack Cloud Server Console will launch automatically after the reboot using the Tenant Admin credentials that
were used to install the software.

Warning: File Server Agent is tied to each Tenant, so the Tenant Admin’s credential shall be used to link the File
Server Agent to a specific Tenant.

The cluster admin is also the Tenant Admin for the very first Tenant in the CentreStack system so by default it is a
Tenant Admin as well.

Note: File Server agent is managed at Tenant level (not per-user level, nor cluster-level either)

CentreStack Cloud Server Management Console Login:
CentreStack Cloud Server Management Console can also be launched from Windows Start Programs Menu:

Launch the Console from the Start Menu.

20 Chapter 3. 3 Administration and Configuration
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Gladinet Cloud Access Service Properties (Local Computer) X

Gereral LogOn  Recovery Dependencies

Log on as:

(@) Local System account
ﬁ Allow service to interact with desltop

() This account: Browse...

oK Cancel Apphy

Fig. 2: GCA LOCAL SYSTEM ACCOUNT SERVICE

3.2. 3.2 Cloud Server Console - Web View 21
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° Configure ACME Systems Account

User Name (Email):

acmeadmin@mailinator.com

Password:

Access Point (http://myhost.com):
http://10.0.0.221

Proxy Setup

Ok Cancel

Fig. 3: MANAGEMENT CONSOLE LOGIN
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Recently added

Fay
Bty

¢ .| Greenshot

¥%= | |ninstall Greenshot

Most used
Snipping Tool
Google Chrome
Paint
Motepad
Intermet Explorer

Command Prompt

ACME Systems Management Cons...

Google Chrome

Greenshot
Mew

Mozilla Firefox

Windows Server

Server Manager

(i

Windows
Administratne...

!

o € m & 6

Fig. 4: LAUNCH THE CONSOLE

P

Windows
Powershell

-

Task Manager

Event Viewer

Windows
PowerShell ISE

Control Panel

File Explorer

3.2. 3.2 Cloud Server Console - Web View
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After launch, you see several options and tabs at the top of the view, Device Info is shown below.

ACME Systems :
Client Management Console
Eg WIN-JCBILU2673Q ~ = DEVICE INFO MIGRATE CIFS SHARES MIGRATE USERS Connected
Device Info Sync Status s o
Device Owner acmeadmin@mailinator.com
Allowed =

Monitor Device Connect Status

Device Type Server Agent J

0S Type Windows Server 2016 64bit
Device Client Version 9.7.2573.41582 No sync ta sk found.
Last Login Time 2Minutes ago
Sync Status unknown
Cache Size 0 Bytes
Last Report Time Less than 1 minute ago
Locked Files Attached Folders Ve

TeamShareSA C\TeamShareSA  ATTACHED_FOLDER \Jj

(=] No locked file found.

Fig. 5: CLIENT MANAGEMENT CONSOLE - DEVICE INFO

You can click on the left tab in the console to see more management items.

3.2.1 3.2.1 Device Info

The default web console view is the device information panel. It shows the basic device information such as device
name, device operating system, device version and etc.

Monitor Device Connect Status - The device may get disconnected from the Internet for whatever reason, including
but not limited to Internet outage, software crash, background service not running and etc. If the device is not connected
to generate a healthy heart beat connection to the CentreStack server side software, this setting will generate an email
alert if the device is not actively connected to the tenant acacount. When this alert is received, it needs to be investigated
at high priority because it will lead to synchronization break-down.

3.2.2 3.2.2 CIFS Shares

CIFS (Common Internet File System) shares refers to Windows Network Shares that are available on the File Server
Agent machine. CIFS shares or SMB (Server Message Block) shares are used interchangably here.

You can start migrating file server network shares from the current machine to CentreStack.

Note: Migration means setup two-way synchronization between the local folder and the remote CentreStack Server.
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m ACME Systems _
Client Management Console
WIN-JCB9LU2673Q ~| > DEVICE INFO MIGRATE CIFS SHARES MIGRATE USERS Connected
= P )
Lo =
Device Info CIFS Shares Local File Lock Attached Folders
| crmm— |
= = Joi e
Offline Folders Locked Files Pending Check-ins Settings
Task Manager Diagnostic
Device Client Version 9.7.2573 47582 No sync task found.
Last Login Time 2Minutes ago
Sync Status unknown
Cache Size 0 Bytes
Last Report Time Less than 1 minute ago
Locked Files Attached Folders v

TeamShareSA CATeamShareSA  ATTACHED_FOLDER [Jp

(=] No locked file found.

Fig. 6: ACCESSING THE CONSOLE MENU
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ACME Systems

Client Management Console

MIGRATE USERS Connected

MIGRATE CIFS SHARES

acmeadmin@mailinator.com
|
O
Server Agent
Windows Server 2016 64bit 1ask
9.7.2573.41582
2Minutes ago
unknown
0 Bytes
5

Less than 1 minute ago
ATTACHED_FOLDER ([J5

ShareSA

De Device Qwner
Allowed
Monitor De
Monitor Device Connect Status
Device Type
Device 0s Type
Las
Device Client Version
a Last Login Time
Last Sync Status
Cache Size
Lfr'ﬁe.l_-g_ed Files
Last Report Time
L ———

Fig. 7: CLIENT MANAGEMENT CONSOLE - DEVICE INFO

ACME Systems

A

Client Management Console

WIN-JCB9LU2673Q ~ > CIFS SHARES MIGRATE CIFS SHARES MIGRATE USERS Connected
£ REFRESH
Name Local Folder
1 SA Share C:\SA Share Migrate
2 TeamShareSA C:\TeamShareSA [c}
3 ADMINS C:\Windows Migrate
Fig. 8: CIFS SHARES
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It is a hybrid cloud configuration started by default. Over time, you may want to stop the local folder and go cloud
only. That is reserved for future if you select to do so. Out of the box it is setup as a two-way synchronization folder
for each CIFS share selected.

m ACME Systems )
Client Management Console
E WIN-JCB9ILU2673Q ~ > CIFS SHARES MIGRATE CIFS SHARES MIGRATE USERS Connected
5 REFRESH
Name Local Folder
1 SA Share C:\SA Share _.' Migrate
2 TeamShareSA C:\TeamShareSA [C}
3 ADMINS C:\Windows Migrate

Fig. 9: MIGRATE A SHARE

Note: The net result of migration is that you can access the files and folders from both the local file server and also the
CentreStack side. Files changes on both side will synchronize to the other side. It is a hybrid local/cloud mode. Also
when migration works on CIFS share (network share), optionally the local folder’s NTFS permission can be replicated
and synchronized to cloud side, while the local Active Directory users can be synchronized to cloud side.

3.2.2.1 Migrate

Clicking on the migrate link button will start the migration process on a specific network share. Normally when the
File Server Agent and the CentreStack Server are on two completely different locations, the “Direct Access” option
will not be shown. The “Two Way Sync” will be the only option.

3.2.3 3.2.3 Attached Folders

3.2.3.1 How to Attach a Folder
Attached folders, are folders on the local machine and can be synchronized to CentreStack and kept synchronized in a
bi-directional way.

The Attached Folder section allows you to browse into the machine’s file structure and pick a folder to synchronize.
In the Console drop-down menu, select “Attached Folders™.

In the new view click the Attach Folder icon.

In the folder selection view (1), double click the drive (2) and navigate to the folder you wish to share. When you
choose a folder, its path will appear in the Location field (3) and you should enter a name for your share in the Name
field (4). Click “ATTACH” to complete the process.
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m ACME Systems :
Client Management Console

WIN-JCB9ILU2673Q ~ > CIFS SHARES MIGRATE CIFS SHARES MIGRATE USERS Connected

Basic Information

This is the name of the team folder in your cloud.

SA Share

Migration of data and permissions

Direct Access
Option available in local network only

Data will be accessed directly. Existing permission enforced by file server.
® Two Way Sync
Data and permission will be synced to cloud. A two-way sync will occur afterward
This wizard will guide you through the steps required to import an existing CIFS share into the cloud as a published team
older.
CONTINUE® CANCEL
Fig. 10: MIGRATION OF DATA AND PERMISSIONS
ACME Systems .
Client Management Console
WIN-JCBILU2673Q ~ > LOCAL FILE LOCK MIGRATE CIFS SHARES MIGRATE USERS Connected
i~

L0 =)

Device Info CIFS Shares Local File Lock Attached Folders
=
= = Jo4 (o:
Offline Folders Locked Files Pending Check-ins Settings
2
Task Manager Diagnostic

Fig. 11: ATTACHED FOLDERS
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WIN-JCBI9LU2673Q ~ = ATTACHED FOLDERS MIGRATE CIFS SHARES MIGRATE USERS Connected

Eg

MName Local Folder Type

==1}

1 TeamShareSA C:\TeamShareSA Attached E,\J;j’ &] D

Fig. 12: ATTACH FOLDER BUTTON

] WIN-JCB9LU2673Q ~ =» ATTACHED FOLDERS MIGRATE CIFS SHARES MIGRATE USERS

Mame Local Folder Type

1 S T e ra A

Name Location CANCEL

'™ | Local Disk(C) Double—clicktoexplorethisdrive|

Mame ! | Location gC:\SA Share | ATTACH CANCEL
—4 Recovery
'™ SA Share
'™ System Volume Information
'™ TeamShareSA
'™ Users

Fig. 13: ATTACHING A FOLDER
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3.2.3.2 Filter Button

Using the Filter Button (1), you can set some of your folders to be excluded from being synchronized. To accomplish
this, after you click the Filter button, click the (+) button (2) and explore to a folder you wish to exclude. In this
example, it is a sub-folder (3) of the SA Share folder.

E\ WIN-JCB9LU2673Q ~ > ATTACHED FOLDERS MIGRATE CIFS SHARES MIGRATE USERS Connected

@
MName Local Folder Type

1 S4 Share C:\SA Share 2 Attached E\j‘j’ & ﬁ
| < RETURN s |

Folder Path
1 C\SA Share\Project Files x

Fig. 14: FILTER BUTTON

3.2.3.3 Diagnostic Button

The Diagnostic Button (2) can be used to “Compare” the cloud folder and the local network folder to determine if the
y are the same. This is important to make sure that the local folder has been completely mirrored to the cloud.

E\ WIN-JCB9ILU2673Q ~ > ATTACHED FOLDERS MIGRATE CIFS SHARES MIGRATE USERS Connected
EAVAS
Name Local Folder Type
1 TeamShareSA C:\TeamShareSA Attached & ';f
|< RETURN ) Non Synced ltems, Folders Scanned: 13, Files Scanned: 77 = |
Scan Start Time 00:00:07 &*
Files Scanned 39
Folders Scanned 7
Out of Sync Items Detected 0
Current Status Files for Sharing/Users

Fig. 15: DIAGNOSTIC BUTTON
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3.2.3.4 Stop-Sync Button

The Stop-Sync Button can be used to stop the synchronization between the folder from the Server Agent and the
attached folder in the cloud. This is something you might want to do when all the users are accessing the folder from
the cloud and no longer need local network access to the original folder. After the stop-sync, the local file changes are
local changes, not related to cloud; and vise-versa, the file changes in the cloud will not be related to the local files,
they are just two separate independent entities.

Warning: Stop-Sync is different from detach a previously attached folder. When a folder is detached, not only it
stop-sync, but also the cloud side folder will be hidden and subject to retention policy for purge in the near future.
So if your use case is to continue to use the files and folders from the cloud side and cloud side only, you want to
do a stop-sync instead of doing a detach-folder.

:_El WIN-JCB9LU2673Q ~ > ATTACHED FOLDERS MIGRATE CIFS SHARES MIGRATE USERS Connected

E. VAR

MName Local Folder Type

1 TeamShareSA C:\TeamShareSA Attached r\Jj 'é‘

Fig. 16: STOP-SYNC BUTTON

Note: What is the difference between Import a CIFS Share and attach a folder to CentreStack?

First of all, both maintain bi-directional synchronization. The key difference is “Import CIFS Share” will also import
folder permission to CentreStack, while Attached Folder only synchronize folders without synchronize permissions.

Under the hood, both are “Attached Folders”.
“Import CIFS Share” = “Attached Folder” + “Sync NTFS Permission”

3.2.3.5 Offline Folders

You can mark folders as offline. Offline folders will be pre-fetched to the local machine. Files changed remotely in
the offline folders will also be pre-fetched to local machine.

To access this feature, click the “Offline Folders” icon (1). Then click he (+) icon (2) on the right side of the Offline
Folders screen. In the explorer, navigate to the folder you wish to “Offline” and select it (3). Then click “ENABLE
OFFLINE ACCESS” (4) to complete the process.

Note: When to use offline folder?

When you have files and folders that you use frequently, you want to keep them local to the local file server, you can
enable offline folder.

Usually you use the offline folder for the gateway mode. When you use “Migrate CIFS share” or when you use “Attach
Folder”, the files and folders by default are local so there is no need to enable offline folder for this use case since files
are 100% off-line from attached folders.
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m ACME Systems :
Client Management Console

WIN-JCB9LU2673Q ~ > OFFLINE FOLDERS MIGRATE CIFS SHARES MIGRATE USERS Connected

Lo L =)

Device Info CIFS Shares Local File Lock Attached Folders
Locked Files Pending Check-ins Settings
/ ENABLE OFFLINE ACCESS
Folder Name: /

CANCEL

B

e

TeamShareSA

e e ——

Documents Pictures teamFolder

@ ENABLE OFFLINE ACCESS |L
< Parent Folder Folder Name: /TeamShareSA
CANCEL
el el el
- - - Folder contents
forAdmins forAll forUsers

Fig. 17: CHOOSING A FOLDER FOR OFFLINE ACCESS
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3.2.3.6 Local File Lock

Local File Lock section will show locked files from the local file server.

m ACME Systems :
Client Management Console

WIN-JCB9LU2673Q ~ > LOCAL FILE LOCK MIGRATE CIFS SHARES MIGRATE USERS Connected

o

Lo (=

Device Info CIFS Shares Local File Lock Attached Folders
(= @ &
Offline Folders Locked Files Pending Check-ins Settings
2
Task Manager Diagnostic

Fig. 18: LOCKED FILES

3.2.3.7 Locked Files

Locked files section will show locked files from the CentreStack Server, and provides information about who owns the
file that is locked. Information shown includes: File Owner, File Path, Locked From, Type and Locked Time.

m ACME Systems :
Client Management Console
WIN-JCB9LU2673Q ~ > LOCKED FILES MIGRATE CIFS SHARES MIGRATE USERS Connected
REFRESH
File Owner File Path Locked From Type Locked Time

Mo Lock Found

Fig. 19: LOCKED FILES
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3.2.3.8 Pending Check-ins

Pending check-ins will show files that are manually checked out from the local machine but haven’t checked-in yet.

m ACME Systems :
Client Management Console
=|WIN-JCBILU2673Q ~ > PENDING CHECK-INS MIGRATE CIFS SHARES MIGRATE USERS Connected
REFRESH
File Path

Mo Checked in File Found

Fig. 20: PENDING CHECK-INS

3.2.4 3.2.4 Settings

Settings Manager section will show client settings that can be changed and managed from the web console.

3.2.5 3.2.5 Task Manager

Task Manager section will show the synchronization tasks that are running on the local machine. If there is a number
on “Pending Tasks” or “Failed Tasks” you can click the text links next to those numbers to open a window that
shows the tasks currently in progress. There are “PAUSE” and “START” buttons available on the left side of each of
the task bars as well.

3.2.6 3.2.6 Migrate CIFS SHARES
Migrate CIFS Shares can be accessed from the Console menu or the “MIGRATE CIFS SHARES” text link. You

can pick a network share on the local server and synchronize it to the cluster server. As explained above, this is how
you migrate a folder and its NTFS permissions at the same time.

3.2.7 3.2.7 Migrate Users

Migrate users can import Active Directory users or local users to the CentreStack side as cloud users, while maintaining
the same credentials as the local user.

3.3 3.3 Cloud Server Console - Native

You can launch the native management console from the program’s installation folder. From the Command Prompt
use the following command, C:\\Program Files\\Gladinet\\Cloud Server Agent>gtaskmmc /
runlocal /server
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m ACME Systems :
Client Management Console

WIN-JCB9LU2673Q ~ > SETTINGS MIGRATE CIFS SHARES MIGRATE USERS Connected

Sync Throttle

Scheduled Sync

Mapped Drive Control

Large File Upload

Endpoint Protection

Bandwidth Control:

Outlook Plugin

Client Startup Script

Client Shutdown Script

Mac Client Settings

Fig. 21: SETTINGS MANAGER
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ACME Systems

Client Management Console

|w|N.chgLu2573q ~ >TASK MANAGER| |> PENDING TASKS:

MIGRATE CIFS SHARES MIGRATE USERS Connected
2 Task(s) found &> REFRESH
G) System Sync Task
PAUSE START Systern Sync Task Total Tasks: 4 3 Failed Tasks: 0 Progress: 0 Mext Run Time: 2018-07-26 14:05:14
@ System Sync Down Task
3 Subtask(s) [
PAUSE START System Sync Down Task 6 14:05:15

Select All Deselect All Undo Selection Delete Selected Tasks

Task Name Parameter]
(] eate Directory| [TeamShareSA/April X Q
(W]} eate Directory] /TeamShareSA/Joe x Q
(] eate Directory] [TeamShareSA/Tom x Q

Fig. 22: TASK MANAGER

m ACME Systems

Client Management Console

WIN-JCBI9LU2673Q ~ = MIGRATE CIFS SHARES | MIGRATE CIFS SHARES | MIGRATE USERS Connected

O g3 @ < REFRESH

Device Info CIFS Shares Local File Lock Attached Folders
ﬁ @ @’n EZQ:‘E Migrate
Offline Folders Locked Files Pending Check-ins Settings
(O}
EE/ Name Local Folder
Migrate
Task Manager 1 SA Share C:\SA Share Migrate
2 TeamShareSA C:\TeamShareSA (o}
3 ADMINS C:\Windows Migrate

Fig. 23: MIGRATE CIFS SHARES
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ACME Systems :
Client Management Console
E% WIN-JCBILU2673Q ~ = MIGRATE CIFS SHARES MIGRATE CIFS SHARES MIGRATE USERS Connected
= Qnm
Full Name ] Email
1 Access Control Assistance Operators [Group]
25 Administrator Administrater@WIN-JCBSLU2673Q Added
2 Administrators [Group]
3 Backup Operators [Groupl M
Select All Deselect All Undo Selection CONTINUE CAMNCEL

Fig. 24: MIGRATE USERS

Once you have logged in the Native Console will open. This gives you local access to Server Agent settings.

3.3.1 3.3.1 Task Manager

Task Manager shows all the system related tasks.

You can also use the “Open My Cloud” link to access the Login Panel.

Each of the Task Manager sections below include a series of tabs that include the following:
‘Summary’

This tab shows a summary of all the “System Update Tasks”. It shows the “Task Type” where the type
is the name of the task. It shows the ‘Status’ as “Pending” which means that the “System Update Task”
is always looking for changes and is always in “Pending” state in case there are any updates that needs
to occur.

Summary also shows the following:
‘Last Run Time’

This shows the time when the Server Agent software last detected the changes on the local file system and
ran to update the files in the cloud.

‘Next Start Time’

This shows the time when the “Update Task’ will run next. The counter increments every 15 seconds.
The software will run the update tasks right away. You can also use the ‘“Pause’ option to stop the update
Administrator can force the updates by clicking on “Start Now” option in which case the task from
updating local changes to the cloud. “Delete Task” option allows to delete any tasks for which updates
are not desired. “Refresh” will refresh all the counters on the ‘Summary’ tab.

‘Completed Subtasks’

This shows the number of upload subtasks that have been completed.
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EN Administrator: Command Prempt >

° Configure ACME Systems Account

User Name (Email):

| acmeadmin@mailinator.dom |

Password:

Access Point (http://myhost.com):

| http://10.0.0.221

Cancel

Fig. 25: LAUNCHING THE NATIVE MANAGEMENT CONSOLE
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© ACME Systems Server Console - O X

4 / W 1 |
k.4 Next Run: 2018-07-26 15:08:50

Task Manager

Next Run: 2018-07-26 15:05:00

Next Run: 2018-07-26 15:08:00

Attach/Backup

. .
Audit Trace
ESettings Manager
= =
@ My Tasks | ﬂ System Activities |
Open My Cloud About ACME Systems Server Agent
Team Edition Version: 9.7.2573.41582 44k Connected  Upload: 0.101 KB/S Download: 0.041 KB/S A

Fig. 26: NATIVE MANAGEMENT CONSOLE
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‘Running Subtasks’

‘Pending Retry Subtasks’

This shows how many subtasks are currently running. (See Tab for more info)

‘Pending Subtasks’

This shows the subtasks which are in pending state and waiting for their turn to get uploaded to the cloud.

(See Tab for more info)

This shows the number of any tasks which are pending retry meaning for some reason the changes for
some files were not uploaded to the cloud and hence they are in the “Pending Retry Subtasks” queue
and as soon as their turn comes the changes for files in “Pending Retry Subtasks” will also be uploaded
to the cloud. (See Tab for more info)

‘Trace’

()
#'  System Sync Task

) Summary I Q Running

IA -

This tab provides trace information about tasks. (See Tab for more info)

Time

2018-07-26 14:21:11 073
2018-07-26 14:21:11 016
2018-07-26 14:21:10 985
2018-07-26 14:20:58 760
2018-07-26 14:20:58 719
2018-07-26 14:20:58 717
2018-07-26 14:20:58 664
2018-07-26 14:20:58 645
2018-07-26 14:20:58 583
2018-07-26 14:05:1% 553
2018-07-26 14:05:18 560
2018-07-26 14:05:18 529
2018-07-26 14:05:18 493

+4 Refresh

E Pending l ;} Pending Retry @ Trace

Trace &

Process sub Task: MECOL, /TeamShareS4/Tom

Process sub Task: MECOL, /TeamShareSA/ loe

Process sub Task: MKCOL, /TeamShareSA/April

[change]Detected file change, medified:Tom

[change]Detected file change, added:Tom

[change]Detected file change, modifiediloe

[change]Detected file change, added:]oe

[change]Detected file change, modified:April

[change]Detected file change, added:April

Process sub Task: CloudRenameFile, /TeamShareS4/forUsers/This is for Users and
Rename changed file, target:forllsers\This is for Users and edited Admins.xlsx->fc
Upleading changed file:forlsers\This is for Users and Adminsxlse226189592

Process sub Task: CheckPoint, /TeamShareSAforlsers/This is for Users and edite, »
>

1 Copyal 7% Delete Al

2 item(g) hidden, click here to show all tems.

Fig. 27: SYSTEM SYNC TASK - TRACE

The “Trace” tab in the “System Sync Task” lists all the uploading, downloading, and monitoring tasks.

40

Chapter 3. 3 Administration and Configuration



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

© ACME Systems Server Console - O X
./‘ AA,. .,e,.
P’ System Sync Task Next Run: 2018-07-26 150850 > (9
Task Manager
| 1]
e System Sync Down Task Next Run: 2018-07-26 15:09:00 > 9
==
==
==
Update Task Next Run: 2018-07-26 15:09:00
File Server
Attach/Backup

. '
Audit Trace
ESettings Manager
= =
@ My Tasks | ﬂ System Activities |
Open My Cloud About ACME Systems Server Agent
Team Edition Version: 9.7.2573.41582 44k Connected  Upload: 0.101 KB/S Download: 0.041 KB/S A

Fig. 28: SYSTEM RELATED TASKS
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System Sync Task
= =
E Summary | ﬂ Running | ﬂ Pending | 5 Pending Retry | E Trace

Task Type Systern Sync Task

Status Pending

Pending Subtasks
Completed Subtasks
Pending Retry Subtasks

Running Subtasks 0
Last Run Time 2018-07-26 14:21:10
Mext Start Time 2018-07-26 16:03:47
D Start Now ' Pause +¢ Refresh

2 item(s) hidden, click here to show all tems

Fig. 29: SYSTEM SYNC TASK

42 Chapter 3. 3 Administration and Configuration



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

3.3.1.1 System Related Tasks
3.3.1.2 System Sync Task

It is the master sync task and its job is to keep an eye on both local file changes and file changes that are done in the
cloud. This is the task which triggers the “System Update Task’ or the “System Sync Down Task”.

3.3.1.3 System Sync Down Task

@ System Sync Down Task (ﬁ}
E Pending | E Pending Retry | @ Trace

Task Type Systern Sync Down Task
Status Pending

) Summary | a Running

Pending Subtasks
Completed Subtasks
Pending Retry Subtasks

Running Subtasks 0
Last Run Time 2018-07-25 141512
Mext Start Time 2018-07-26 16:11:28
D Start Now ' Pause /% Delete Task +4 Refresh

2 item(s) hidden, click here to show all tems

Fig. 30: SYSTEM SYNC DOWN TASK

It performs the exact same tasks as the “System Update Task” but its job is to ensure that the changes that are done to
the files in the cloud are automatically synced down to the file server. The “System Update Task” and the “System
Sync Down Task’ are what provides the mirroring or two-way sync between the local files on the cloud server and
the files in the cloud.

3.3.1.4 System Update Task

It shows all system related update tasks. Server Agent software checks the local file system every 15 seconds and
when it notices the changes to the files, the changed files will be added to the upload queue. The real upload time
depends on how big the upload queue is and if there is only one file with the changes, the changes to the file will be
uploaded to the cloud in 15 seconds.
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System Update Task

ESUI'I'IITI&IT | E Running

- - =
ﬂ Pending | E Pending Retry | E Trace

Task Type #5ystem Update Task
Status Pending

Pending Subtasks
Completed Subtasks
Pending Retry Subtasks

Running Subtasks 0
Last Run Time 2018-07-26 140532
Mext Start Time 2018-07-26 1615314
D Start Now ' Pause K Delete Task +4 Refresh

2 item(s) hidden, click here to show all tems

Fig. 31: SYSTEM UPDATE TASK
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3.3.1.5 Edit Account Information

© ACME Systers Server Consaole — O >
.HH' @ System Sync Task Next Run: 2018-08-01 ° @
Task Manager

@ System Update Task Next Run: 2018-08-0; ° @

=
= e
L System Sync Down Task Next Run: 3018-08-0 > @
File Server '
@ System Check Task Next Run: 2018-08-01 ° @
Attach/Backup

Audit Trace

O

@ My Tasks | ﬂ System Activities |

Settings Manager

| Edit Account Infurmatiunl About ACME Systems Server Agent
Teams Edition Version: 9.7.2573.41582 @ Connected Upload: 0.118 KB/S Download: 5.004 KB

Fig. 32: EDIT ACCOUNT INFORMATION

This link at the bottom allows you to Login with different credentials to launch the Cloud Server Console and
perform management related tasks.

3.3.2 3.3.2 File Server

“File Server” shows all the data that have been uploaded to the cloud and the files and folder structure. It lists folder
structure which includes sub-folders as well. The local folders that are attached either from the file server or a user’s
machine have the machine name in parenthesis.

An Administrator can create a new sub-folder below selected node or can attach additional local folders using the
“Attach Local Folder” option under “Actions”. Attaching a local folder to CentreStack Cloud using the “Attach
Local Folder” option allows immediate access to the local content from anywhere using any device. “Attached Local
Folder” will be synchronized upwards to the cloud first and also the changes in the cloud will be sync down to the
local file server.

Administrator can also highlight an existing cloud folder and create new sub-folders underneath that highlighted folder.

Note: The two-way synchronization feature of the ‘“Attach Local Folder” only applies to local folders such as
those on the C: drive, D: drive and local hard drives in general. It won’t work for network share. The two-way

3.3. 3.3 Cloud Server Console - Native 45



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

© ACME Systems Server Console - O x

== _}l ACME Systems i Actions ¥

3 New folder
E“ Create new subfolder below selected node.

AW

Task Manager i TeamShareSA
L ) forAdmins > Attach Local Folder
! forAll Ey®  Attach your local folder to ACME Systems to allow immediate
access anvwhere.
— ) forUsers Sl
==
==
b= 2 New folder
! rver !.- Create new subfolder below selected node.

Manage
® % Manags from Web Portal

Attach/Backup _‘ Force Refresh
’ Refresh the folder content by syncing against cloud
' ' ., Enable Backgroud Prefetch
[ ]
. ,_.'-/ Make content avaliable when you are not online
Audit Trace

Detach
x Detach the local foider from the cloud.

Settings Manager

Cpen My Cloud About ACME Svstems Server Agent
Team Edition Version: 9.7.2573.41582 ﬁ:'-l:@ Connected Upload: 0.000 KB/S Download: 0.066 KB/S

Fig. 33: FILE SERVER
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synchronization depends on the local file system’s event change notification about files and folders. These changes
will be detected and synchronization will happen based on the changes.

An administrator can also manage the folder using Web Portal by using the “Manage” option. This will allow an
admin to convert any folders that have been attached to the cloud or are in the cloud to convert them into “Team
Folders” for collaboration etc. Highlight the folder and select “Manage” under “Actions”.

m ACME SYSTEMS > FILE BROWSER -] @ & L
N Q @
5 @

@ I Download

Documents Pictures Edit

S2 Manage folder (team folder, permissions, ) - Pictures

TeamShareSA

4 ltem(s), Total file size:0 bytes - - @ ool EE Eg = H
[l ~ =28 E—

Fig. 34: FILE SERVER - MANAGE FOLDER IN WEB PORTAL

In the Manage Folder view, you must add collaborators to make this a team folder. The pop-up lets you choose a
source for your users/groups; either Existing User/Group or AD.

Once you have added your users/groups, click the Disk icon to save your changes. Click the Settings tab to modify
settings for this share.

In the Settings tab view, you can modify the settings for this share including: Basic Settings, Permissions, Secure Data
Room, IP White List and Quota and Retention Policy. Under the (+) Settings sub-menu you have access to: Disable
further sharing, Create CIFS Share and Disable Offline Access options.

That diversion shows you how you can create, access and modify folders and settings from within the Web Portal
of CentreStack. Now we return back to the File Server section of the Server Console in Server Agent. ‘“Enable
Background Prefetch’ (1) makes the contents of the selected folder available offline.

“Delete” does not remove the content of the folder from local storage; however, it does detach the selected folder and
its contents from the cloud. If you go to the Web Portal and re-create a folder with exactly the same name (including
the machine’s name and the parenthesis), the folder can be shown with a cloud-only context without any local machine
relationship.
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m ACME SYSTEMS > FILE BROWSER > MANAGE FOLDER - /PICTURES

[E & T COLLABORATORS - X
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Sources of User/Group

A
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Fig. 35: ADDING COLLABORATION
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Fig. 36: ACCESS TEAM FOLDER SETTINGS
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Fig. 37: TEAM FOLDER SETTINGS
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© ACME Systems Server Console - O >
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Fig. 38: FOLDER ACTIONS
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© ACME Systems Server Console
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Fig. 39: FOLDER ACTIONS
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“Attach a Folder to Backup” (see above) allows an administrator to attach and two-way synchronize a local folder
to the cloud. The default view shows all the “Attached-Folders” on the local machine that are attached to the cloud.
To add a folder click the browse icon (...) and search for a folder to sync to the cloud.

© ACME Systems Server Console - m} *

=1-[r ACME Systems
7| Documents

Actions ¥

) New folder
! Pictures n

: Eg®  Create new subfolder below ssiectsd nods.
- teamFolder

3

Task Manager [#-g TeamShareSA
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r_‘- Attach your local folder to ACME Systems to allow immediate
BCCEss anvwhers.
|

© Attach Local Folder * ¥

ﬂ Folder Location

File Server

©

Attaching a local folder to your Cloud enables anywhere access and doud versioning to
protect your files,

Attach/Backup
Please enter the location of a lacal folder you want to add.

, || [-]
'o L] 4 Select a Local Folder * /

LTI IEEE 14 Local Disk {C:) ~

t]--4 Perflogs / |

<24 Program Files
<-4 Program Files (x86)
B s

O

Settings Manager i

Team Edition

o ‘/ = =

<4 Valter loses
4 Windows

E |

My Documents

J |
|- (& Desktop Directory
£+ L My Music
H-- @ My Videos

(I B B

New Sub-folder Cancel

Fig. 40: ATTACH LOCAL FOLDER

Once a folder is attached, you can take advantage of one of the Folder Actions “Manage’ that allows you to quickly
open a Web Portal to edit Sharing and Collaboration settings for the folder.

3.3.3 3.3.3 Attach/Backup

Clicking the Attach/Backup button shows all of the folders currently attached.

By clicking the double-down-arrow icon on the right of each share you can see the details of the folder and if the folder

is linked to a local folder you will see “Link to local”. If it is already linked you will see “Stop Sync”. As shown
below, you can also Detach the folder in this location.
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© ACME Systems Server Console - O >
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Fig. 41: MANAGE FOLDER FROM WEB PORTAL
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Fig. 42: SELECT SHARING AND COLLABORATION
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© ACME Systems Server Console — O >
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Fig. 43: ALL FOLDERS WITHIN ADMIN’S ROOT FOLDER
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© ACME Systems Server Console

— O *
Refresh Attach a Folder to Backup
"W’ Team Share SA (C:\Team Share SA) &)
Task Manager 3 Summary [ ) Sync Status |
MName TeamShareS4
== Local Location CA\TeamShareSA
| — -]
File Server
AttachiBackup

‘ é, Stop Sync x Detach

@ 1 item(=s) hidden, click here to show all tems

Settings Manager

Open Wy Cloud About ACME Systems Server Agent
Team Edition Version: 9.7.2573.41562 &d&) Connected  Upload: 0,000 KB/S Download: 0.000 KB/S

Fig. 44: ATTACH/BACKUP SETTINGS

56 Chapter 3. 3 Administration and Configuration



CentreStack File Server Agent Documentation, Release 9.7.5645.41666

3.3.3.1 Link to Local Folder

You can take a folder that is in the cloud and sync it down to a local folder and then maintain two-way synchronization.

3.3.3.2 Stop Sync

You can break the two-way sync between a local folder and a folder in the cloud. After stop sync, the two sides
continue to exist but there is no relationship between them any longer.

3.3.3.3 Detach

Detach is the reverse of Attach. Attach means attach a local folder to the cloud under version control. Detach means
remove it from the version control. Detach is an operation detaching the cloud side of the folder from version control.
After detach, the local folder (if it is related to a local folder) is not affected at all. However, the folder in the cloud
will disappear.

Note: If you want the cloud side of the folder to reappear, you can use “Show Deleted” in the Web Portal to show the
deleted folder and bring it back. Or you can create a same name folder from scratch to inherit the folder back.

3.3.4 3.3.4 Audit Trace

Audit trace shows the history of all the tasks that have taken place. Administrators can query the “Audit Trace” to
see the history of uploads, downloads, changes, and monitoring on the files in the cloud. You can also filter the tasks
you would like to query by using the “Only Show Traces Containing” field (1).

As an administrator you can also specify the times that you would like to run the query for (2). Additionally, you can
specify the amount of traces you would like to query (3) where “0”” means unlimited traces.

3.3.5 3.3.5 Settings Manager

Server Agent administrators can customize and configure many settings at the Server Console level by modifying the
contents of the Settings Manager section.

From here you can also access the “Offline Folders™ tab.

3.3.5.1 Offline Folders

This section lists all the cloud folders which have been enabled for “Offline Access’, meaning users who have access
to offline folders can access and edit the contents of such folders even when they are not online. All the changes done
to files in offline folders will be automatically synced as soon as the users come back online.

“Add New Offline Folder” You can click this link to configure a folder as an Offline Folder.
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Fig. 45: AUDIT TRACE QUERY
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© ACME Systems Server Console — O x
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Fig. 46: OFFLINE FOLDERS
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3.3.5.2 Settings Tab

3.3.5.3 Bandwidth Control

As an administrator you have full control over how much bandwidth should be consumed for uploading contents to
the cloud and also for downloading contents from the cloud. You can also control how many consequent uploads and

downloads are allowed at any one time.

© ACME Systems Server Cansale — O X

?‘; Offiine Folders  420% Settings

= Bandwidth Control

3

Download Bandwidth Limit (KB/s, 0-Unlimit) 0
Task Manager Upload Bandwidth Limit (KB/s, 0-Unlimit) 0
Mumber of Upload/Download Threads 5
. #  Cache
== #  Sync Control
==
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H  Trace
File Server
Attach/Backup
1!
Audit Trace
SHE LA Open My Cloud About ACME Systems Server Agent
Team Edition Version: 9.7.2573.41582 ,_{*4 Connected Upload: 0.000 KB/S Download: 0.000 KB/S

Fig. 47: SETTINGS MANAGER - BANDWIDTH CONTROL

“Download Bandwidth Limit (KB/s, 0-Unlimited)” Default is “0”. This setting is applied to the local machine
(Server Agent). Usually something > 100KB/s is good. If it is too small, it can negatively affect performance and
usability.

“Upload Bandwidth Limit (KB/s, 0-Unlimited)’’ Default is ¢““0”. This setting is applied to the local machine (Server
Agent). Usually something > 100KB/s is good.

“Number of Upload/Download Threads” Default is “5”. Set this from 5-10 in general. In some case, if you set
it to a very big number such as 20, it may negatively affect performance. For example, if you are using Amazon
S3 and Amazon S3 or other Cloud services may have per-client thread policy so if you have too many concurrent
upload/download, it may get regulated outside of the Server Agent.

3.3.5.4 Cache

You can change the location of Cache (for files downloaded locally from cloud). You can also set the cache size.
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© ACME Systems Server Cansale - O *
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Fig. 48: SETTINGS MANAGER - CACHE SETTINGS
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Fig. 49: SETTINGS MANAGER - SYNC CONTROL
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3.3.5.5 Sync Control

“Throttle Sync” Default is “False”. If you set this flag to “True” it will stop and start the sync depending on the
available bandwidth.

“Sync Throttled Upload Bandwidth (KB/s, 0-Unlimited)”’ Default is ““0”. Where “0”> means unlimited bandwidth
is available for upload sync.

“Sync Throttled Download Bandwidth (KB/s, 0-Unlimited)”” Default is “0”. Where ‘“0” means unlimited band-
width is available for download sync.

“Full Speed Sync Stop Hour (dafault 7:00)” Default is ““7”. Use this setting to set when full sync stops, to prevent
bogging down your system during business hours.

“Full Speed Sync Start Hour (dafault 20:00)” Default is “20”. Use this setting to set when full sync starts, to
prevent bogging down your system during business hours.

“Scan local files and sync up to cloud as necessary’ Default is “False”. Set this to “True” if you want the agent to
scan the local file system and make sure that everything which is not synced to the cloud is truly synced.

“Scan cloud files and sync up to local as necessary’ Default is “False”. Set this to “True” if you want the agent to
scan the cloud and make sure that everything which is not synced to the local file system is truly synced.

“Optimize Sync Down Notification” Default is “False”. If you want to see sync down notifications, then set this to
“’I‘rue”.

“Ignore file dummy change notification” Default is “False”. If you don’t want to see dummy file change notifica-
tions, then set this to “True”.

“Enable sync folder permission in attached folder” Default is ‘“False”.

3.3.5.6 Advanced

Administrator can locate the cache directory under “Advanced” option in settings. Using the “Cache Size Limit
(MB)” field can specify the size limit for the cache file.

“Do not Mount Drive” Default is “False”. When you set this to “‘True” local drive on the Server Agent is unmounted.
“Domain Controller IP or Hostname” This setting is empty by default.

“Enable In-place Open Zip File” Default is “False”. This field enables in-place editing on files which are in zipped
folders in the cloud. You can also specify the maximum size for zipped files that are allowed for In-place editing.

“Max Size of Zip File Allowed to Open Inplace’ This is “20” by default. Use this field to set the maximum size of
Zip Files that can be opened inside the Cloud Drive in MB.

“Ignore Settings in Group Policy” Default is “False”. When you set this flag to “True”, the configured settings in
the Web Portal will be ignored and the settings configured here under Settings > Advanced will take precedence.

“Interval to Keep Group Relationship in Cache (Min)” The default is “60” minutes. This field is a performance
optimization setting. The Server Agent will check the remote requests against the ACL (Access Control) set on the
local files. Most of the times it involves Active Directory or NT domain group membership checking. The group
membership checking is a CPU intensive work so the result is cached to improve performance. This controls how long
the result will be cached. If users are not changing group frequently, you can set the interval to a long period of time.

“Purge File Sys DB Upon Start” The default is “False”. If you change this setting to True, upon startup the client
will purge the cached cloud storage state file. This allows the client to rebuild the database as if it is being started for
the first time.

“Upload Hidden Files” The default is “False”. If this flag is set to “True” then hidden files will also be uploaded to
the cloud.
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Fig. 50: SETTINGS MANAGER - ADVANCED
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“Upload System Files” The default is “False”. If this flag when set to ““True” then system files will also be uploaded
to the cloud.

3.3.5.7 Trace

The audit trace log can grow exponentially if not kept under control. As an administrator you can specify the number
of days to keep the audit trace. “Days of Audit Trace to Keep” setting is the field to specify the duration to keep the
trace for.

Trace Level when set to “0”” which is the default does not collect any traces meaning it is disabled.

Trace Level 1 — error will collect all the error traces.

Trace Level 2 — warning will collect warning traces along with errors.

Trace Level 3 — info will collect errors, warnings, as well as info traces.

Trace Level 100 — verbose helps developers to collect detailed traces which helps them when debugging

issues.

Note: When it is necessary to collect DebugView trace for debugging purpose, the Trace Level typically is set to 101.
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Fig. 51: SETTINGS MANAGER - TRACE
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4 Advanced Topics

4.1 4.1 Migration Users

With the Server Agent installed, it can be used to migrate Active Directory users to CentreStack users.

The process can be started from the Tenant Administrator Web Portal.

4.2 4.2 Migrate File Server Network or CIFS Share to CentreStack

With the Server Agent installed, it can be used to migrate local folder (which is published as network share) to
CentreStack as a team folder, and at the same time, migrate Active Directory users to CentreStack users.

The steps can be started from the migration wizard in the Tenant Admin’s Web Portal.

4.3 4.3 Conclusion

Businesses are looking for ways to access file server contents over the Internet. They are looking for technologies
which will allow them to migrate the data residing on On-Premise file servers to the cloud and provide a unified
namespace across all distributed file servers. They are also looking for ways to give remote users easy and secure
access to their file server without disrupting the existing work flow in the company.

CentreStack Cloud Server (File Server Agent) combines the strengths of cloud storage technology and traditional file
server to enable data access from the cloud by enabling sync, share, and collaboration on that data.
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